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1 XEDOAE
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Azure
Azure VM
LifeKeeper 2 NIC
DataKeeper
IP Oracle Generic ARK for Load Balancer probe reply (
Gen LB )
0 REXHA: Microsoft Azure SIos

Protection Suite for Linux

Azure

FRICHS T DR

2021 2 LifeKeeper for Linux
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HIPREIR

NIC

Predictable Network Interface Name

RHEL7 CentOS
RHEL6 CentOS NIC

AEICDWNT

NIC

Azure

[P

LifeKeeper

[ILB

Azure

[Azure

Internal Load Balancing ILB
VIP]
IP
VIP]
Internal Load Balancing IP
IP ]

Azure Virtual Network
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2 Microsoft Azure DHIE

Azure Microsoft

Windows Server Linux OS Web

RDBMS
.Net Framework

IT
Microsoft
Azure Web
Azure (VM) Web 4
LifeKeeper
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3 1BpkIRER

LifeKeeper /
NIC Azure VM  LifeKeeper

VNET(10.3.0.0/16) | mre m( 3 )55"@' I
ILB;
10.3.1.200

Subnet #1(10.3.1.0/24)

1P Resource
10.3.1.200

_ [ ]

Communication path #1

10.3.2.11 |~ \ 10.3.2.12

Subnet #2(10.3.2.0/24)

Communication path #2
‘Illllllllll

2&IEE

7
© SIOS Technology, Inc.



SIOS Protection Suite for Linux - Microsoft Azure 94 v X45—MHA R

B —)\—1Emk

Standard_ Al (1 1.75 GB
)
Client/Witne ss Server Basic_A0
(0.25 ,0.75GB )
30GiB OracleDB )
10GiB Swap
sdb
[P 10.3.1.200
VIP]
[ILB IP] 10.3.1.200
ILB 1521
ILB Ik4lnode01/lk 4lnode02 1521
[Azure 10.3.1.11 /10. 3.2.11
IP ] 10.3.1.12/10.3. 2.12
Witness 10.3.1. 50
Oracle GB Oracle
Swap
Azure /mnt/resource / mnt
ID SIOS Protection
Suite for Linux
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VI I T iERk

(O RedHat Enterprise Linux 7.8 64bit
LifeKeeper SIOS Protection Suite for Linux ~ 9.5.1
Oracle Oracle Database 19c (19.3) Enterprise Edition

EERNIR

IP VIP / /

DataReplication / Oracle DB/ Oracle Listener / Oracle PDB
/ Gen LB

Y MNI—DiERk

Azure VM :

" VNET VNET

VM
Azure VM VNET VM
VNET VNET VM

(VPN) VPN
VNET Azure PowerShell DNS

IP
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4 Azure £ LifeKeeper B DEEICDULT

1. ILB
Azure [P VIP] Azure VNET
LifeKeeper for Linux [P
VIP] LifeKeeper
ILB [ILB VIP]

v

4 N
@ Azure Load Balancer
(ILB)
10.3.1.200

IP Resource

10.3.1.200
® e, ) v
~ ..'/ ./
Ik4Inode01 Ik4inode02 ;
p Ikclient
(@) (FHER) (Client/Quorum)
Gen LB @
Listener — <m—
Oracle DB . Port 1521
Port 12345
Oracle Client  Oracle List ener 10.3.1.200 (port 1521)
ILB
ILB backend pool) 10.3.1.11
Ik4lnode01 10.3.1.12 Ik4lnode02
ILB
Oracle Listener
LifeKe eper for Linux v9.5.1
Gen LB Gen LB
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Gen LB Generic
URL
https:/ /Ikdkuserportal.sios.jp/hc/ja/articles/900004703743

LifeKeeper Oracle Listener [IP VIP]
IP P
In-Service 10.3.1.200

Oracle Client Oracle Listener

10.3.1.200  port1521

LifeKeeper IP PING
Azure IP PING
PING

(IP Resource®]IP)

10.3.1.200
BASTTIPA Z5i
pingi&@{E N
(VM®Private IP) > HMEBIRR
10.3.1.11
IP IP VIP PING
PING 10.3.1.200 (IP VIP)
10.3.1.11 (Azure IP )
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PING [Azure
IP ]
3. Quorum /Witness
Azure DataKeeper
DataKeeper
Quorum /Witness I/O Fencing
TCP Remote URL
PDF "4.1 _2) TCP Remote i

LifeKeeper for Linux Quorum Check/Witness Server

http s://sios.jp/products/Ikdk/product/pdf/lifekee per_quorum -whitness.pdf
http s://docs.us.sios.com/spslinux/9.5. 1/jaltopic/quorum  -witness
12

© SIOS Technology, Inc.


https://sios.jp/products/lkdk/product/pdf/lifekeeper_quorum-whitness.pdf
https://docs.us.sios.com/spslinux/9.5.1/ja/topic/quorum-witness

SIOS Protection Suite for Linux - Microsoft Azure 1YV IX45— KA1 R

5 RN > DiEE, 0S DEcH)

Azure
Azure  LifeKeeper Azure
s Internal Load Balancing ILB LifeKeeper
Oracle
s IP
s Quorum

'VNET(10.3.0.0/16) Azure Load Balancer
(1LB)
10.3.1.200

Subnet #1(10.3.1.0/24)

IP Resource
** 10.3.1.200 'Y

. .
10.3.1.11 LS
~ .

*
**
Communication path #1
‘ EEEEEEEEN
Ik4Inode01
%)

10.3.1.12 10.3.1.50
/ /

Ik4inode02
(FFHER)
Ikclient
(Client/Quorum)
Swap Swap
Oracle DB Oracle DB

Data Replication

10.3.2.11 |~

Subnet #2(10.3.2.0/24)

[

Communication path #2
‘Illllllllll

2@4IERE (8i5)

Azure 2020 4
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Y- )W—T DER

1. Azure Portal > [Resource groups ] >[Add]

[Review + Create ]

Dashboard > Resource groups > Create a resource group

»  Create a resource group X

Basics Tags Review + Create

Resource group - A container that holds related resources for an Azure solution. The resource group
can include all the resources for the solution, or only those resources that you want to manage as a
group. You decide how you want to allocate resources to resource groups based on what makes the
most sense for your organization. Learn more 2

PROJECT DETAILS
* Subscription @

PN F—20 v

Japan East v

T

2. [Create]

ARy FO—D DIERK

DataKeeper

14
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1. Azure Portal > [Virtual network s] > [Add]

Dashboard * Virtual networks * Create virtual network

»  Create virtual network g X

* Pamy
MName

* Address space @
104.0.0/16

10.4.0.0 - 10.4.255.255 {63536 addresses)
* Subscription
P NRET o ~

* Resource group

reate new

©

* Location

Japan East ~

Subnet

Na

default

* Address range @

[ 10400724 v -

Automation options

2. [Create]

Name k4l -vnet

Addr ess space 10.3.0.0/16

Subnet

Name k4l -nw01

Address range 10.3.1.0/24

Firewall Disabled (default)

15
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3. Azure Portal > [Virtual network s] > [( )] >[Subnets] >
[Add]

Dashboard » Virtual networks » lkdl-vnet-rtanaka - Subnets * Add subnet

ﬁ:dd subnet O X

Name

* Address range (CIDR block) @
10.3.0.0/24
10.3.0.0 - 10.3.0.255 (251 + 5 Azure reserved addresses)

o

[ L T
INETWOTK S2CUrTy

u
&

>
MNone
MNone 2
Service endpoints
Services @

0 selected ~

Subnet delegation

4. [OK]
Name k4l -nw02
Address range 10.3.2.0/24

16
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{RIB S > DR

Witness

1. Azure Portal > [Virtual machines ] >[Add]

Dashboard > Virtual machines > Create a virtual machine

Create a virtual machine X

i Basics | Disks Networking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use
your own customized image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or
review each tab for full customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

* Subscription @ PURET . v

* Resource group @

INSTANCE DETAILS

* Virtual machine name @

BT o i

17
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Basics

INSTANCE DETAILS

Virtual machine name Ik4InodeO1

Availability options Availability Set 1
Availability Zone

(create new )lk4lIcluster

Image Red Hat Enterprise Linux
7.8
Size Standard Al

ADMINIST RATOR ACCOUNT

Authentication type Password
Username Ikadmin
Password XXXXXXXX

INBOUND PORT RULES

Public inbound ports Allow selected ports
Select inbound ports SSH
Availability Set Availiavility Zone
7 Avalilability Set
QWK
LifeKeeper (0N
LifeKeeper 0N

http s://jpdocs.us.sios.com/

Availability Set
Availability Set

18
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2. [Next:Disk s]
3.
oS Oracle DB 30GiB Swap
(10GiB) [Create and attach a new disk ]

Dashboard > Virtual machir:\eg> Create a virtual machine

| Create a virtual machine X

Basics Disks Networking Management Advanced Tags Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can
attach additional data disks. The size of the VM determines the type of storage you can use and the
number of data disks allowed. Learn more

DISK OPTIONS
* OS disk type @
Standard SSD v

DATA DISKS

You can add and configure additional data disks for your virtual machine or attach existing disks.
This VM also comes with a temporary disk.

LUN NAME SIZE (GIB) DISKTY... HOST CACHL...
Create and attach a new dick Attach an sxistinn disk &
Review + create I Previous —I , Next : Networking >

© SIOS Technology, Inc.
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Disks

DISK OPTIONS

OS Disk type Standard SSD

DATA DISKS(1st)

LUN 0

NAME (creat e and attach a new

disk) Ikinode01_DataDisk 0

Size(GiB) 30
DISK TYPE Standard SSD
HOST CACHING None

DATA DISKS (2nd)

LUN 1

NAME (create and attach a new

disk) Ikinode01_DataDisk_1

Size(GiB) 10

DISK TYPE Standard SSD

HOST CACHING None

4, [Next:Networking ]

20
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5.

Dashboard > Virtual machines > Create a virtual machine
»  Create a virtual machine X
place behind an existing load balancing solution. Learn more ) ’ i A

NETWORK INTERFACE

When creating a virtual machine, a network interface will be created for you.

CONFIGURE VIRTUAL NETWORKS

* Virtual network @

| Ikdi-vnet v |
Create new
* Subnet @

Ikdi-nw01 (10.3.1.0/24) v

Manage subnet configuration

PubliciP @

None v

Create new

urity group @
Basic ) Advanced

NIC network sec
() None

* Public inbound ports @ v

21
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Networking

Virtual network k4l -vnet

Subnet Ik4l-nw01( 10.3.1.0/24 )

Public IP (create new)
Name:lk4InodeO1pubip
SKU:Basic
Assignment:Static

NIC network | Basic

security group

Public  inbound | Allow selected por ts

ports

selected inbound SSH

ports

Public IP
[Review + create ]

[Create]

Redhat Enterprise Linux

lkdlnoded

;

22
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9. IP Azure

Portal > [Virtual machines] > [( )] >[ Networking ] >[

Home > Virtual machines » lkdinodedl - Networking

*‘" Ik4inode01 - Networking

Yirtual machine

O Search (Ctri+/] “ W sttach network interface i Detach net
B overview =
lkdinode01159 lkdinade01-nic2
B activity log SO

L]
s Access control (LAM)
- : ' Network Interf.

* 4 Tags Virtual network/subn
networking: Disabled

e: |lkdlnodel1159
i

* Diagnose and solve problems

Inbound port rules  Outbound port rule

Settings
£ Networking @ Metwork sacurity group lkdinodel1-nsg
10. [IP configurations ]> [ipconfigl ] IP

(Dynamic )

Home > Virtual machines » ldinodeQ2 - Networlang * Ikdinoded2278 - IP configurations

! lkdlnode02278 - IP configurations

* duid H x

- IF forwarding settings

B ovenview
B Aty log orRanang | Drabled JEEEES
i Access control (1AM Virtual netwark Ikl
& Tags
IF configurations
Settings * Subnet fodl-reer0 Y (10.3.7.0024)
B 1P configurations
B DS servers
; HAME P VERSION TYPE FRIVATE IP ADDRESS
@ Network security group
! properties Ipconfigl 1Pvd Primary 0. 5 (Cymammic)

B i

23
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11. 1P

Home * WVirtual machines * lkdinode02 - Networking

ipconfigl

kdino

H Save M Discard

The virtual machine associated with this network interf
private IP address. The network interface will be reprov
settings, including secondary IP addresses, subnet mas
manually reconfigured within the virtual machine. Lean

Public IP address settings

Public IP address

e

( Disabl

* |P address

lkdinodel2pubip (23.102.75.9)

Private IP address settings
Virtual network/subnet
lkdl-vnet-rtanaka/lk4l-nwo1
Assignment

(o< G

* |P address

103.1.12

Assignment Static

IP address 10.3.1.1 1

12. [Save]

24
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13. Oracle TCP Port 1521
Azure Portal > [Virtual
machines] > [( )] >[ Networking ] >[
] >[Network security group]>[( )]

Dashboard * Virtual machines » lkdinoded1 - Metworking > lkdinode011

U !k4fnude0113ﬂ - Network security group

et BoE

“ # Edit

L Bl
-

Settings

B P configurations
B DRNS servers
@ Network security group

! Properties

14. [Inbound security rules ]>[Add]

* Virtual machines » [kdlnodedl - Networking * Ikdinode01130 -

4 !Hlnodem-nsg - Inbound security rules

::e-r:-':.r
Jm

FPRIORITY . MAME

A Diagnose and sohve problems

Settings
" 300 i Port_22
> Inbound security rules
30 Port_6000
25
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15.
U ﬁclicjiel:'lbcound security rule
4" Basic
* Source @
£

* Source port ranges @

* Destination @
Any

* Destination port ranges @
8080

* Protocol
- o)

* Action

* Pricrity @
350

* hlama

Source Any
Source port ranges *
Destination Any
Destination port ranges 1521
Protocol TCP
Action Allow
Name Port_1521
Oracle port1521
16. [Add]

26
© SIOS Technology, Inc.



SIOS Protection Suite for Linux - Microsoft Azure 1YV IX45— KA1 R

17. Azure Portal >
[Virtual machines] > [( )] >[ Networking ] >[ Attach network
interface |
Home > Virtual machines > Ikdincded1 - Networking
E]-" |k_4|nu!dem - Networking
% | %> antach network interface | 9 Detach

18. Create n etwork interface

W+ Attach network interface ¢ Detach network interface

Attach network interface

| Create nqmrork interface

h,

Cancel

27
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19. [Create ]

Home > lkd4lnode02 - Networking > Create netw:

Create network interface O x

* Subnet @
‘ lkdl-nwi01 (10.3.1.0/24) N

Private 1P address assignment

( Dyramic JEEEED)
r:lz'.;ecr-: security group @ >
Li}

Li]

)
Name Ik4lnodeO 1-nic2
Subnet 10.3.2.0/24
Private IP address assignment Static
Private IP address 10.3. 2.11
Network security group None

20. [OK]

28
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21.

eIl Fiiid maching Edinoded] - Metworking

# lkdlnode01 - Networking

kdinadel1159

Basics

INSTANCE DETAILS

Virtual machine name Ik4lnode02

29
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Disks

DATA DISKS(1st)

LUN 0

NAME (create and attach a new

disk) Ikinode0O 2_DataDisk_0

DATA DISKS (2nd)

LUN 1

NAME (create and attach a new

disk) Ikinode02_DataDisk_1

Networking
Public IP (create new)
Name:lk4lnodeO 2pubip
SKU:Basic
Assignment:Static
1 Public 1P
2. [Review + create ]
3. [Create]
4.

30
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5. IP Azure
Portal > [Virtual machines] > [( )] >[ Networking ] >[
]
6. [IP configurations ]> [ipconfigl ] IP
(Dynamic )
7. IP
Assignment Static
IP address 10.3.1.12
8. [Save]
9. Azure Portal >
[Virtual machines] > [( )] >[ Network ing] >[ Attach network
interfac e]

10. Create network interface

31
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11. [Create ]
Name Ik4lnode02 -nic2
Subnet 10.3.2.0/24

Private IP address assignment Static

Private IP address 10.3.212
Network security group None
12. [OK]
13.
14.
32
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Withess

1. Witness

Basics

INSTANCE DETAILS

Virtual machi ne | lk4lclient

name

Availability options No Infrastructure redundancy

required
Image Red Hat Enterprise Linux 7. 8
Size Basic AO

INBOUND PORT RULES

Public inbound | Allow selected ports

ports

Select inbound SSH

ports

Availabili ty Set
Quorum

Availiavility Set

[Next:Disk s >]

[Nest:Networking >]

33
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3.
Networking
Virtual network Ik4l -vnet
Subnet Ik4l-nw01( 10.3.1.0/24 )
Public IP (create new)
Name:lk4iclientpubip
SKU:Basic
Assignment:Static
NIC network security group Basic
Public in bound ports Allow selected por ts
selected inbound ports SSH
Public IP
4, [Review + create ]
5. [Create]
6 [=
Azure Portal > [Virtual machines] > [( )]
>[ Networking ] >[ ]
7. [IP configurations ]> [ipconfigl ] IP

(Dynamic )

34
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8. IP

Assignment Static

IP address 10.3.1. 50
9. [Save]

10.

Home » Virtual machines

GRS

"u"ir_tual rpachines

+ Add G Reservations =2 Edit columns f_,] Refresh ¢
Subscriptions: "y" (Ml a =
| [k All resgurce groups e All types
3 items
MAME TYPE STATUS RESOURCE

3 Ikalclient

K ik4inodeor

3 ikainodeo2

Virtual machine
Virtual machine

Virtual machine

Running
Runmning

Running

35
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O— RIS > Y —DERk

Azure LifeKeeper IP

Azure

1. Azure Portal > [Load balancers] > [Add]

[Review + Create]

INSTANCE DETAILS

Name Ik4lsiosilb
Type Internal
SKU Basic

PUBLIC IP ADDRESS

Virtual network k4l -vnet

Subnet k4| -
nw01 (10.3.1.0/24)

IP address assignment Static

Private IP address 10.3.1.200

Internal

36
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[Create]

Azure Portal > [Load balancers] > [

]> [Backend pools] > [Add]

| k4l | All resource gre
1 items
+| MNAME RESOURC

v ,; Ik4ls'ﬁsilh Ik4lsios

Home » Load balancers > lkdlsiosilb - Backend pools

‘ia: Ikdlsiosilb - Backend pools

Load Dalancer

N - - Uf‘m"fe;h
G ri+, ‘h

ALUVILY 1y

g
r
s

7 D Compaiy hnml

s Access control (IAM]
VIRTUAL MACHINE
& Tags
Mo results.
XK Diagnose and solve problems
Settings
o [} i a1

€@ Backend pools

37
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Home »> Load balancers > lkdlsiosilb -

Add backend pool

N

P version @
1Pvd
Associated to @

Unassociated

Name

Ik4l backendpool

Associated to

Availabil ity set

Availability set Ik4Icluster
Target
Target virtual machine Ik4lnodeO1

Network IP configuration

ipconfig1(10.3.1.11)

Target

Target virtual machine

Ik4lnode02

Network IP configuration

ipconfig1(10.3.1.12)

Availabili ty Set

[OK]

Availability set

38
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Home » Load balancers > Ikdlsiosib - Backend pools
‘i3 lkdlsiosilb - Backend pools

Raasd Lo BAEACE

(Ot deagd T refresh

w Overview

B activity leg VIRTUAL MACHINE
ca Access control (1AM) * |kdlbackendpoo (2 virtual machines
¢ g Ikdlnodedt

x Chagnose and sobve problems

Ikdlnoded2

Settings
B Frontend IP configuration

9] Backend pools

Azure Portal > [Load balancers] > [

1> [Health Probes]> [Add]
Dashboard » Load balancers » lkdlsiosilb - Health

Add health probe

lkedisiosilb
* Name

IP version
1Pvd

Protocol @
| Tep

* Port @
E

* Interval @
E

* Unhealthy threshold @
E

=

39
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Name Ik4l probeport
Protocol TCP
Port 12345

Gen LB
7. [OK]
8.

DHOANG Load balancers Tedlssosalt - Health probes
' Ikl4lsilus.ilb - Health prabes
AR
W ALY Y
s Access control (LAM

F T

|kdlprobs

x Diagnose and sobve problems

Settings

Azure Portal > [Load balancers] >

[ ]> [Load balancing ru  les] > [Add]

40
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Dashboard > Load balancers > lkdlsiosilb - Load b

Add load balancing rule

Backend pool @

liedlbackendpool (2 virtual machines)

Health probe @
lkdlprobe (TCP:1521)

Session persistence @

None

dle timeout (minutes) @

ating IP (direct server return) @

(Disabi-d JEITED)

mw

Name k4l rbrule
Protocol TCP
Port 1521
Backend port 1521
Backend pool Ik4lba ckendpool
Health probe Ik4lprobe
Floating IP address Enabled

Oracle

IP (VIP

Floating IP address

10. [OK]
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11.

Cathboard » Load balancers * Bedlsiosilh - Load balancing rules

— lkdlsiosilb - Load balancing rules

& [
- ks
W Creeniaew | ¥
B actiitylog HAML LOAD BRALANCING B10L BACKIND FOOL
Aectivity log
i Acoess coningl (LA Ikdlrbaule Ikdlirbrule (TCPASET Ikdlbackemndpoo
F Tag
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OS DEE

0os LifeKeeper

1. Azure Portal > [Virtual machines ] >[Overview] >[ Connect]

2. PC (TeraTerm )
PublicIP  SSH

SSHETAE = %

[l VLT R |

LSBT

2= [ kadmin |
DAL= P |0....0......I |

A0 —p#FAEY LIz ST B(M)
Oz -z HEmETao)

® T AT — EEEHL

O R5A/DSAECDSAED2SE | 95RFED FREEFROK:

rhosts(SSH1FE{ES
A SR

O F + LA AR AFEFEEN =K — P 250710

(O Pageant?{E5

| g% || RO

SAUESW) AJLTH)

1 hO-J10)
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4, root root
$sudosu -

5. root
# passwd

6. root

# cp /etc/ssh/sshd_config /etc/ssh/sshd_config.org

# vi letc/ssh/sshd_config

< >
PermitRootLogin yes //JA> M7 NEHRT

< >

#systemctl restart sshd

root

root

NIC

Azure NIC
NIC
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1. NIC

MAC

#ifconfig

ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.3.1.11 netmask 255.255.255.0 broadcast 10.3.1.255
inet6 fe80::20d:3aff:fe50:42bf prefixlen 64 scopeid 0x20<link>
ether 00:0d:3a:50:42:bf txqueuelen 1000 (Ethernet)

< >

eth1: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 150 0

inet 10.3.2.11 netmask 255.255.255.0 broadcast 10.3.2.255

inet6 fe80::e3c9:ec16:62a:bbd0 prefixlen 64 scopeid 0x20<link>

ether 00:0d:3a:51:fc:01

txqueuelen 1000 (Ethernet)

2. eth0

ethl

# cp letc/sysconfig/network

scripts/ ifcfg -ethl

-scripts/ifcfg -ethO /etc/sysconfig/network -

3. eth0 ethl

HWADDR

#vi [etc/sysconfig/network
DEVICE=eth0

ONBOQOT=yes

< >

HWADDR=00:0d:3a:50:42:bf

#vi /etc/sysconfig/network
DEVICE=ethl1 //ZHE
ONBOQOT=yes

< >

HWADDR=00:0d:3a:51:fc:01

-scripts/ifcfg -ethO

/ /&R

-scripts/ ifcfg -ethl

-1
c

//E§
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SELinux

SELinux

1.

# vi /etc/selinux/config

2. “enforci‘“rdg”™sabl ed”

SELINUX= disabled

3.

4. SELinux

# getenforce

Disabled

LifeKeeper (O]

T7ATP I A=) EERUIRETOD LifeKeeper DE1T

http s://docs.us.sios.com/spslinux/9. 5.1/ja/topic/running  -lifekeeper -with -a-

firewall

1.
# systemctl stop firewalld.servic e

# systemctl disable firewalld.service
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P ICMP
[Azure IP ]

1. IPtables

#yum -y install ipt ables-services

2. IPtables

#systemctl start iptables.service

#systemctl enable iptables.service

3. IPtables

#systemctl list -unit -files | grep iptables

iptables.service enabled

4, |P tables
Ik4lnode01

# iptables -tnat -A POSTROUTING -picmp -s 10.3.1.200 -j SNAT --to-
source 10.3.1.11

# service iptables save

Ik4Inode02

#iptables -tnat -A POSTROUTING -picmp -s10.3.1.200 -j SNAT --to-
source 10.3.1.12

# service iptables save
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5. iptables

#cat /etc/sysconfig/iptables

< >

:POSTROUTING ACCEPT [16:960]

-A POSTROUTING -s 10.3.1.200/32 -p icmp -j SNAT --to-source 10.3.1.11

< >
6.
GUI
Azure GUI
LifeKeeper GUI X11
GUI
1. GuUl
#yum -y groupinstall “ X111
2.

# systemctl set -default graphical.tar get
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[REJECT]

# vi letc/sysconfig/iptables

< >

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [4710:957955]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
-A INPUT -picmp -jACCEPT

-AINPUT -ilo -j ACCEPT

-AINPUT -ptcp -m state --state NEW -mtcp --dport22 -jACCEPT
-AINPUT -s10.3.1.0/24 -ptcp -jACCEPT //

-AINPUT -s10.3.2.0/24 -ptcp -jACCEPT /I

-AINPUT -s 168.63.129.16/32 -ptcp -jACCEPT //

-A INPUT -j REJECT -- reject -with icmp -host - prohibited

< >
4.
reboot
5. PC PC X Server
Xming
6. PC (TeraTerm ) X11
forwarding

Teraterm

SHE-HER *
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1. /etc/hosts

Witness

#vi letc/hosts

10.3.1.11 Ik4lnode01  //i&52
10.3.1.12 Ik4lnode02  //i&5E
10.3.1.50 lkclient  //i&i

[root@lk4Inode0l1 ~J# ping lk4lnode02 -c4

[root@lk4Inode0l1 ~J# ping Ik4iclient -c4

[root@lk4Inode02 ~J# ping lk4Inode01 -c4

[root@lk4Inode02 ~]# ping Ik4iclient -c4

[root@Ilk4Iclient ~]# ping Ik4lnode01 -c4

[root@lk4Iclient ~J# ping Ik4lnode02 -c4
RHEL

#uname -r

3.10.0 -862.11.6.el7.x86_64
# cat /etc/redhat -release

Red Hat Enterprise Linux Server release 7. 8 (Maipo)

LifeKeeper
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SIOS Protection Suite for Linux

http s://docs.us.sios.com/spslinux/9.5. 1/jaltopic/sios -protection -for-linux -

support -matrix

LifeKeeper
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6 LifeKeeper [Cc&dD HA IS5 AHF—DIaEE

OS LifeKeeper HA

LifeKeeper @1 > X =)L &ilEE)

1. scp LifeKeeper

2. LifeKeeper

Use Quorum / Witness Functions

LifeKeeper Authintication root
s Recovery Kit Selection Menu LifeKeeper Oracle RDBMS ecovery
Kit DataKeeper for Linux

LifeKeeper Startup After Install

5. LifeKeeper

# vi/root/.bash_profile
PATH=$PATH:/opt/LifeKeeper/bin
MANPATH=$MANPAT H:/opt/LifeKeeper/man
export PATH MANPATH

# source /root/.bash_profile

3. LifeKeeper GUI

IkGUlapp &
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LifeKeeper GUI

File Edit Wiew Help

e 20O A b

4] Il | D
Hierarchies @ =

MNone Defined lk4lnode0l

k

<] IC -

A T
— — ~ ~ °
A=Z3="55—33 > )\ ADIERL
LifeKeeper
DEAD
DEAD

LifeKeeper 2

TCP 1 10.3.1.11 10.3.1.12

TCP 2 10.3.2.11 10.3.2.12

http s://docs.us.sios.com/spslinux/9.5. 1/jaltopic/creating -a-communication -

path
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Quorum/Witness D5%E

Quorum/ Wit ness
Quorum TCP Remote Witness

none

1. Quorum Witness

#vi letc/default/LifeKeeper
< >

QUORUM_MODE=tcp_remote //#w&E

< >

QUORUM_HOSTS=10.3.1.50 //#®&

< >

QUORUM_TIMEOUT_SECS=20 //WBEICIUTHA LT D M EiFE

< >

WITNESS_MODE= none //#R&E

< >

Quorum/Witness

http s://docs.us.sios.com/spslinux/9.5. 1/ja/topic/quorum  -witness

Quorum

[ Linux]Quorum/Witness Server Kit

https://Ikdkuserportal.sios.jp/hc/ja/articles/360037363892
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Gen LB UY—XEREDIER

Gen LB Microsoft Azure Azure Google Cloud GCP Load
Balancer
URL restore.pl/remove.pl/  quickCheck
Ik4lnode01
ftmp

htt ps://lkdkuserportal.sios.jp/hc/ja/articles/900004703743

Gen LB

Gen LB

1. Ik4lnodeO1

# cd tmp

# chmod +x restore.pl remove.pl quickCheck

2. [Create Resource Hierarchy]

P29 |& |Q A | b

2. Create Resource Recovery

Kit [Oracle Database ] [Next]
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F-t‘ Create Resource Wizard x

Please Select Recovery Kit |Generic Application |v|

MNext> Cancel Help

3. Create Resource

Switchback Type I ntelligent

Server Ik4Inode01
Restore Script /tmp/restore.pl
Remove Script /tmp/remove.pl
Quick Check Script [optional] /tmp/ quickCheck

Local Recovery Script [optional]

Application Info [optional] 12345
Bring Resource In Service Yes
Resource Tag Gen-LB
6. End of successful Create of...
[Next]
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ﬂ_a Create gen/app Resource 4

Creating gen/app resource Gen-LB on lk4lnode01
foptiLifeKeeperfikadm/subsys/genfapp/binfereapphier lkdlnode0l ftmp/restore.pl
ftmpfremove.pl Gen-LB 12345 intelligent ftmp/quickCheck Yes
creapphier: WARNING No local recovery script specified

BEGIN create of "Gen-LB"

creating resource "Gen-LB"

resource "Gen-LB" successfully created

restoring resource "Gen-LB"

BEGIN restore of "Gen-LB"

EMD successful restore of "Gen-LB"

resource "Gen-LB" restored

EMD successful create of "Gen-LB"

Messages produced while creating Gen-LB will be displayed in this dialog and the output
panel (if open), and logged on Ik4inode01.

| MNext= |

7. Pre Extend

Target Server Ik4lnode02
Switch back Type intelligent
Template Priority 1
Target Priority 10
8. Pre-Extend Pre Extend checks were successful
[Next]
iy Pre-Extend Wizard x

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts
Checking extendability for Gen-LB

Pre Extend checks were successful

| Next=> | Accept Defaults Cancel Help

9. Extend
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Resource Tag Gen-LB
Application Info [optional] 12345
10. Extend Hierarchy successful ly Extend
[Finish]
i Extend Wizard ®

Extending resource hierarchy Gen-LB to server lkdlnode02
Extending resource instances for Gen-LB

BEGIN extend of "Gen-LB"

END successful extend of "Gen-LB"

Creating dependencies

Setting switchback type for hierarchy

Creating equivalencies

LifeKeeper Admin Lock (Gen-LE) Released

Hierarchy successfully extended

<Back Next Server Accept Defaults | Finish ‘ Help

11. [Done]
12.
¥ LifeKeeper GUI — O *

File Edit Wiew Help

e O &) O & A& OO %S 2P

4] Il [ [»

Hierarchies % @

(D Active Protected llkdlnode01 lkdlnode02

_@ Gen-LB @ Active ! 0 StandBy 1o

[ »

=-- lkdlnoded2: Gen-LB: Updating equivalency list
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Broadcast Ping O#&%h{t

Azure IP Broadcast Ping

Broadcast Ping

# vi /etc/default/LifeKeeper
< >

NOBCASTPING= 1 //¥HAE 0 h5ZEE

IP UY—XDERk

LifeKeeper GUI IP

1. LifeKeeper GUI Create Resource Hierarchy

fe e & & | ¥

2. Create Resourc e

Select Recovery Kit IP
Switchback Type Intelligent
IP Resource 10.3.1.200
Netmask 255.255.255.0
Network Interface ethO
IP Resource Tag ip-10.3.1.200
Azure IP
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Extend
Target Server Ik4Inode02
Switchback Type Intelligent
Templat e Priority 1
Target Priority 10
IP Resource 10.3.1.200
Netmask 255.255.255.0
Network Interface ethO
IP Resource Tag ip-10.3.1.200
Azure IP
3. IP
k¥ LifeKeeper GUI — O *

File Edit \iew Help

%O O %4 QO =& B4
L

1] i |

Hierarchies % @

@ Active Protected lk4lnode0l lkdlnode0z
: 1 10
|: Gen-LB 3 @ Active 0 StandBy
. : 1 10
 ip-10.3.1.200 5; & Active Q s

=-- lkdlnode02: ip-10.3.1.200: Updating equivalency list

IP

http s://docs.us.sios.com/spslinux/9.5. Ol/jaltopic/creating -an-ip-resource -
hierarchy

4. Broadcast Ping Unicast
Ping
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5. IP Modify Ping List
[(] Properties Panel

Select Resource: |ip-10.3.1.200 |v.
Select Server for Resource: | lkdinode0l |1r

| IP Configuration l General Equivalencies Relations |

Configuration details for Sp-10.3.1.200

IF addesso A0.3.1.200 {(Virtual IF)
Hetmank 1 aFF . 2FF. 2000

St ; B N.1.9

Frizary intezface: sthi

Tourcs addesss: Ha

Fsotore and Fecover! Enabled

Ho ping Llist configqured for cubnet 10.3.1.0

Maodity Ping List

Madify Source Address Setting |

Modify Restore and Recover J

oK ] f | Cancell Help ]

6. Ping List IP Add address

Fing list for subnet 10.3.1.0:

Add address: 10.3.1.50

savelist | cancel Help

7. Save List

Ping List

8. Ping List ping

# ping -1 10.3.1.200 10.3.1.50
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Data Replication UY —XBEEDYER

Data Replication

Data Replication

1. oracle

# mkdir /mnt/ORA

#parted |

/dev/sdc: unrecognised disk label
Model: Msft Virtual Di sk (scsi)
Disk /dev/sdc: 33.3GB

Model: Msft Virtual Disk (scsi)
Disk /dev/sdd: 11.8GB

3. Oracle

#parted /dev/sdc

GNU Parted 3.1
Using /dev/sdc
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4.

# parted -1

Model: Msft Virtual Disk (scsi)

Disk /dev/sdc: 32.2GB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Disk Flags:
Number Start End Size  File system Name Flags
1 1049kB 32.2GB 32.2GB ora

Model: Msft Virtual Disk (scsi)

Disk /dev/sdd: 10.7GB

Sector size (logical/physical): 512B/512B
Partition Table: loop

Disk Flags:

Number Start End Size  File system Flags
1 0.00B 10.7GB 10.7GB linux  -swap(vl)

g DataKeeper
Azure DataKeeper for Linux

ID GUID
Partition GPT ID LVM
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Data Re plication

LifeKeeper GUI  Data Replication

1. LifeKeeper GUI

# lopt/LifeKeeper/bin/IlkGUlapp &

2. [Create Resource Hierarchy]

450 (T[]0 [[&

3. Create Resource Recovery
Kit [Data Replication] [Next]
ﬂé Create Rescurce Wizard X
Please Select Recovery Kit |Data Replication |v|
Mext= Cancel Help
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4. Create Resource

Switchback Type Intelligent

Server lk4lnode01

Hierarchy Type Replicate New Filesystem
Source Disk /d ev/sdcl

New Mount Point /mnt/ORA

New Files ystem Type xfs

Data Replication datarep -ORA

Resource Tag

File System Resource | /mnt/ORA

Tag

Bitmap File /opt/LifeKeeper/bitmap_mnt
_ORA

Enable Asynchronous no

Replication?

ATTENTION! < > is not shareable with any other

server

5. Data Replication
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6. End of successful Create of... [Next]
Pre-Extend
F_’_'; Create Data Replication Resource Hierarchy X

Creating Data Replication Resource...

BEGIM create of "datarep-ORA"

Jdevfsdcl is configured to be mirrored using /devimd0

EMD successful create of "datarep-ORA"

Making the "xfs" filesystem on "/dev/md0" (fdev/sdcl) ... This will erase all data on the
partition

mkfs.xfs £ /dev/md0

mount -t xfs -onobarrier /dev/md0 /mnt/ORA

devicehier: Using Jopt/LifeKeeper/lkadm/subsys/scsi/netraid/bin/devicehier to construct
the hierarchy

[»

WARNING: The following mount point(s):
WARNING: Jmnt

WARNING: Are above /mnt/ORA
WARMING: but NOT LifeKeeper protected. —

WARNING: The following mount point(s):
WARNING: Jmnt

MNext=

1]

7.
Target Server Ik4Inode02
Switchback Type Intelligent
Template Priority 1
Target Priority 10
8. Pre-Extend Pre Extend checks were successful
[Next]
ﬁ; Pre-Extend Wizard X

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts
Checking extendability for /mnt/ORA

Checking extendability for datarep-ORA

Pre Extend checks were successful

MNext= Accept Defaults Cancel Help
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9. Extend Resource

Mount Point /mnt/ORA
Root Tag /mnt/ORA
Target Disk /dev/sdc 1
Data Replication datarep -ORA

Resource Tag

Bitmap File /opt/LifeKeeper/bitmap_mnt_ORA

Replication Path 10.3.2.11/10.3.2.12

10. Extend Hierarchy successful extended
[Finish]

11. [Done]

Data Replication

E* LifeKeeper GUI — O b
File Edit View Help
%30 || Olar 4] 0[O [2]5] (2
[ 4] Il [ 1v]
Hierarchies @ % —
@ Active Protected lkdlnodedl lkdlnoded2
& /mntrora V] Active O sy 1°
|_ @ datarep-0ORA a Source 1 3 Resyncing 10
@ Gen-lB @ Active 1 e StandBy 10
@ ip-10.3.1.200 @ Active 1 e StandBy 10

Swap Data Replication
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SIOS Protection Suite fo r Linux
DataKeeper

http s://docs.us.sios.com/spslinux/9. 5.1/ja/topic/creating -a-datakeeper -

resource -hierarchy
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Oracle UY —XBERED{ERL

Oracle

Oracle Database 1 9c Oracle
Oracle

1. swap

Oracle GB Swap
10GB /dev/sdd Swap

# mkswap /dev/sdd

# swapon /dev/sdd

# free

total use d free shared buff/cache available
Mem: 1706084 189248 1348300 9184 168536 1300564
Swap: 12582904 0 12582904

# blkid | grep /dev/sdd

/dev/sdd: UUID="268e56bd-c64f-4798-9197-e411a497ball" TYPE="swap" //UUID &#&X3
# viletc/fstab

UUID=268e56bd-c64f-4798-9197-e411a497ball swap swap defaults 0 0 <i&#l

2. RHEL

compat -libstdc++ -33

# yum -config -manager --enable rhui-rhel-7-server -rhui -optional -rpms

# yum-config-manager --enable rhui-REGION-rhel-server-extras rhui-REGION-rhel-
server-optional
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#yum -y install binutils compat -libcapl compat -libstdc++ -33 compat -

libstdc++ -33.i68 6 gcc gee -c++ glibe glibc.i686 glibc  -devel glibc -devel.i686

ksh libgcc libgcc.i686 libstdc++ libstdc++.i686 libstdc++ -devel libstdc++
devel.i686 libaio libaio.i686 libaio  -devel libaio -devel.i686 libXext
libXext.i686 libX11 libX11.i686 libxch libxch.i686 li bXi libXi.i686 make

sysstat

# MEMTOTAL=$(free -b|sed -n'2p'|awk {print $2})
# SHMMAX=$(expr SMEMT OTAL/2)

# SHMMNI=4096

# PAGESIZE=$(getconf PAGE_SIZE)

# cat >> /etc/sysctl.conf << EOF

> fs.aio -max -nr = 1048576

> fs.file -max = 6815744

> kernel.shmmax = $SHMMAX

>kernel.shmall = "expr  \ ($SHMMAX / $PAGESIZE \) \ * \ ($SHMMNI / 16
\)

> kernel.shmmni = $SHMM NI

> kernel.sem = 250 32000 100 128

> net.ipv4.ip_local port_range = 9000 65500

> net.core.rmem_default = 262144

> net.core.rmem_max = 4194304

> net.core.wmem_default = 262144

> net.core.wmem_max = 1048576

>EOF
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# sysctl —p

6. Oracle /

#i=54321; for group in oinstall dba backupdba oper dgdba kmdba; do
groupadd -g $i $group; i="expr $i + 1" ;done
# useradd -u 1200 -goinstall -G dba,oper,backupdba,dgdba,kmdba -d

/home/oracle oracle

7. oracle

# passwd oracle
Changing password for user oracle.
New password:

Retype new password:

Passwd: all authentication tokens updated successfully.

8. /mnt/ORA DK

# df

Filesystem 1K -blocks  Used Available Use% M ounted on
<< >>

/dev/md0 31864752 7396580 22842880 25% /mnt/ORA
<< >>

#lcdstatus -e

lk4lnode02 LSNR.LISTENER dblistener -11079 ISP 1 Ik4inode01

Ikdlnode02  /mnt/ORA /mnt/ORA ISP 1 Ik4lnodeO1
Ik4Inode02 d atarep -ORA /dev/sdc ISP 1 Ik4inodeO1
lk4lnode02  ip -10.3.1.200 IP -10.3.1.200 ISP 1 Ik4lnode01
<< >>
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# mkdir -p /mnt/ORA/app/oracle/product/19.3.0/dbhome_1
# chown -R oracle:oinstall /mnt/ORA

#chmod -R 775 /mnt/ORA

10. /etc/pam.d/login 14

# vi letc/pam.d/login

session  required pam_selinux.so open

session  required pam_namespace.so

session required pam_limits.so //iEs2
session  optional pam_keyinit.so force revoke

11. /etc/security/limits.conf

# vi letc/security/limits.conf

oracle soft nproc 2047 //iE&
oracle hard nproc 16384 //iE5E
oracle soft nofile 1024 //iEfE
oracle hard nofile 65536 //i&:it
oracle soft stack 10240 //i&&
oracle hard stack 32768 //i&&

12. Oracle oracle

# su oracle

$ vi ~/.bash_profile

/ /AT ERETICER

umask 022

export ORACLE_BASE=/mnt/ORA/app/oracle

export ORACLE_HOME=/mnt/ORA/app/oracle/product/19.3.0/dbhome_1
export PATH=$PATH:$ORACLE_HOME/bin

export ORACLE_SID= <SID D%&#iI>
export NLS_LANG=Japanese_Japan.AL32UTF8

$source ~/.bash_profile
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ORACLE_SID

“l kofacl e

13. root xauth oracle

# xauth list

# su oracle

$ xauth add <DisplayName> <ProtocolName> <Hexkey>

14. oracle xauth root

$ xauth list

15.

$ mk dir /Thome/oracle/tmp

Oracle DB

Oracle

1. Oracle 19c

2. suoracle oracle

3. $ORACLE_HOME

Oracle

$ORACLE_HOME

$ $ORACLE_HOME/runinstaller &
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4. Oracle
Step
Configration Option - Set Up Software Only
Database - Single instance database in  stallation
Installation Option
Database Edition - Enterprise Edition
Installation Oracle base /mnt/ ORA/app/oracle
Location Software /mnt / ORA/app/oracle/product/19.3.0/
location dbhome_1
Create Inventory Inventory /' mnt/ORA/app/oralnventory
Directory
Orainventor y oinstall
Group Name
Operating System OSDBA dba
Groups OSOPER oper
OSBACKUPDBA backupdba
OSDGDBA dgdba
OSKMDBA kmdba
OSRACDBA dba
Root script -
execution
5. Summary
[In stall]
6.
[close]
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( )
1. oracle
$ $ORACLE_HOMEbin/netca &
2. Listener Configuration [Next]
E Oracle Net Configuration Assistant: Welcome - O X

3. Add [Next]

E Oracle Net Configuration Assistant: Listener Configuration, Listener — O X

D

Rename
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4. Listener [Next]

@ Oracle Net Configuration Assistant: Listener Configuration, Listener Name — m| X

5. [Next]

E Oracle Net Configuration Assistant: Listener Configuration, Select Protocols — O X
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6. 1521 [Next]

@ Oracle Net Configuration Assistant: Listener Configuration, TCP/IP Protocol - m| X

7. Listener [Next]

E Oracle Net Configuration Assistant: Listener Configuration, More Listeners? - O X
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8. Listener [X]

|4 Oracle Net Configuration Assi Listener Configuration Done = m] X

Listener
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DB

1. oracle

$ $SORACLE_HOME/bin/dbca &

2. Database

Step

Database Operation - Crate a database

Creation Mode i Advanced configuration

Deployment Type Database type Oracle Single Instance database

Template General Purp ose or Transaction

Processing

Database Global database Ikoracle

Identification name / SID

PDB name Ikpdb

Storage Option -

Fast Recovery -

Option

Network Listener LISTENER

Configration selection

Data Vault Option -

Configurati on -

Options

Management -

Option

User Credentials -

Creation Option -
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3. Summary

[Finish]

4, /etc/oratab

# viletc/oratab
oracle:/mnt/ORA/apploracle/product/19.3.0/dbhome_1:Y « & ~

5. letc/oratab

Oracle DB
Oracle DB
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Oracle

1. $ORACLE_HOME/network/admin/listener.ora

$vi SORACLE_HOME/network/admin/listener.ora
<< >>
SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(SID_NAME = LKORACLE)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = 10.3.1.200)(PORT = 1521))

2. $ORACLE_HOME/network/admin/tnsnames.ora

$vi SORACLE_HOME/network/admin/tnsnames.ora

LISTENER_LKORACLE =
(ADDRESS = (PROTOCOL = TCP)(HOST =  10.3.1.200)(PORT = 1521))

LKORACLE =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = 10.3.1.200)(PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = Ikoracle)
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Oracle

$orapwd file=orapw lkoracle force=y password=XXXXXXXX

4.

$ sqlplus sys/XXXXXXXX@ 10.3.1.200:1521/Ikoracle as sysdba

SQL*Plus: Release 19.0.0.0.0 - Production on 2 18 04:18:46 2021
Version 19.3.0.0.0

Copyright (c) 1982, 2019, Oracle. All rights reserved.

2 18 2021 04:17:04 +00:00

Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.3.0.0.0

SQL> select instance_name from v$instance ;

INSTANCE_NAME

Ikoracle

Oracle database listener

Oracle Database Listener

1. [Create Resource Hierarchy]

O O s
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2. Create Resource Recovery
Kit [Oracle Database Listener] [Ne xt]
kP Create Resource Wizard X
Flease Select Recovery Kit |Oracle Database Listener |v|
MNext= Cancel Help

3. Create Resource

1 Switchback Type Intelligent
2 Server lk4lnode 01
3 Listner Configuration File /mnt/ORA/app/oracle/product/1 9.
Path 3.0/dbhome_1 /network/admin/list
ener.ora
4 Listener Name(s) LISTENER
5 Listener Executable(s) /mnt/ORA/app/oracle/product/1 9.

3.0/dbhome_1 /bin

6 Listener Protection Level Full Control(Start,Stop,Monitor,&
Recover)

7 Listener Recovery Level Standard,(On)

8 IP Address Name ip-10.3.1.200

9 Listener Tag LSNR.LISTENER

4. Oracle Database Listener
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5. End of successful Create of... [Next]

Pre-Extend

2

Creating database/listener resource...

BEGIM create of "LSNR.LISTENER" on server "lk4lnode0l”

BEGIN restore of "LSMR.LISTENER" on server "lkd4lnode0l"

END successful restore of "LSNR.LISTENER" on server "lkdlnode0l”
EMND successful create of "LSNR.LISTENER" on server "lk4lnode0l”

| MNext=

6.
1 Target Server Ik4lnode02
2 Switchback Type Intelligent
3 Template Priority 1
4 Target P riority 10
7. Pre-Extend Pre Extend checks were successful
[Next]

8. Pre-Extend
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9. Pre Extend checks were successful [Next]

]

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts
ip-10.3.1.200 is already extended to lkdlnode02
datarep-ORA is already extended to lkdlnode02
Checking extendability for LSNR.LISTENER

Pre Extend checks were successful

| MNext= | Accept Defaults | Cancel Help
10. Extend Oracle Listener Resource
1 Enter the Listener /mnt/ORA/app/oracle/product/1 9.
Configuration File Path 3.0/dbhome_1/network/admin/list
ener.ora
2 Enter the Path to the /mnt/ORA/app/oracle/product/1 9.
Listener Executable(s) 3.0/dbhome_1/bin
3 Listener Tag LSNR.LISTENER
11. Extend Hierarchy successful extended
[Finish]
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k¥ Extend Wizard X

Extending resource hierarchy LSNR.LISTEMER to server lkdlnode0z2
Extending resource instances for LSNR.LISTENER

Creating dependencies

Setting switchback type for hierarchy

Creating equivalencies

Lifekeeper Admin Lock (LSNR.LISTENER) Released

Hierarchy successfully extended

<Back | Next Server Accept Defaults | Finish| Help

12. [Done]

13. Oracle Database Listener

& Lifekeeper GUI — O ¥
Eile Edit \jew Help
20| (& [Ol5] (4[4 [Q]O] [2]5 (4l 4
«] [ [ [v]
Hierarchies - @ @ =1
@ Active Protected lk4lnode0l lkdlnode02
@ Gen-LB @ Active 1 0 StandBy 10
L@ LSNR.LISTENER & Active HO om0
& /mntiora ;é & Adtive 1O StandBy 10
L@ datarep-ORA Q Source 1 5 Resyncing 10
2 ip10.3.1.200 V) Active QD sty M
4] ] ~
{lkmmdeuzLSNRUSTENERUpdatmgeqwalencyhst .................................................................................................
Oracle Recovery Kit
http s://docs.us.sios.com/spslinux/9.5. 1/jaltopic/creating -an-oracle -resource -

hierarchy
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Oracle

Oracle database

1. [Create Resource Hierarchy]

%3O O A |

2. Create Resource Recovery
Kit [ Oracle Database ] [Next]
P Create Resource Wizard X
Please Select Recovery Kit [Oracle Database |v|
MNext= Cancel Help

3. Create Resource

B85 IHH ANBUL BRI BME
1 Switchback Type Intelligent
2 Server lk4lnode01
3 Oracle SID for Database | lkoracle
4 User Name < >
5 Password <
>
6 Select the Oracle LSNR.LISTENER
Listener

7 Database Tag Ikoracle
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4, Oracle Database

5. End of successful Create of... [Next]

Pre-Extend
=2

| Creating database/oracle resource..,

| |BEGIN create of "lkoracle” on server "lkdlnode0l1"

Creating resource instance "lkoracle” on server "lkdlnode01"

Setting resource state for "lkoracle" on server "lkdlnode0l" to "ISP".

Creating dependency between Oracle database "lkoracle (lkoracle)" and the dependent
resource "/mnt/ORA" on "lkdlnode0l”,

Creating dependency between Oracle database "lkoracle (lkoracle)" and the listener
resource "LSNR.LISTENER" on "lk4lnode01".

Performing in-service of new Oracle resource tag=< lkoracle = on "lk4Inode01".

END successful create of "lkoracle” on server "lkd4lnode0l"

Next= |

6.
B8sS 1= ABEUL BRI BE
1 Target Server Ik4lnode02
2 Switchback Type Intelligent
3 Template Priority 1
4 Target Priority 10
7. Pre-Extend Pre Extend checks were successful
[Next]
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ﬂ; Pre-Extend Wizard X

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts

ip-10.3.1.200 is already extended to lk4lnode02

datarep-ORA is already extended to lkdlnode02

LSMNR.LISTEMER is already extended to lkd4lnode02

Checking extendability for lkoracle

Verifying the Oracle user and group IDs match between "lk4lnode0l" and "lk4lnode02" for
resource "lkoracle”.

Checking Oracle resource "lkoracle” dependent children extendability to "lkdlnodeD2",
Pre Extend checks were successful

| MNext= | Accept Defaults | Cancel Help

8. Extend database/oracle Resource [Extend ]

ﬂ; Extend database/oracle Resource X

Template Server: lk4lnode0l
Tag to Extend: lkoracle
Target Server: lkdlnode02

Database Tag lkoracle

The unigue name for the resource on lk4lnode 02, This is a non-editable value and
defaults to the tag name specified when creating the resource on lk4inode01.

| Extend | Accept Defaults | Cancel|

9. Extend Hierarchy successful extended

[Finish]
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k¥ Extend Wizard *

Extending resource hierarchy lkoracle to server lkdlnode02
Extending resource instances for lkoracle

Creating resource instance "lkoracle" on server "lkd4lnode02"

Setting resource state for "lkoracle” on server "lkdlnode02" to "0SU".
Creating dependencies

Setting switchback type for hierarchy

Creating equivalencies

LifekKeeper Admin Lock (lkoracle) Released

Hierarchy successfully extended

<Back | MNext Server Accept Defaults | Finish | Help

10. [Done]

11. Oracle Database

k¥ LifeKeeper GUI - o x
File Edit View Help
%29 & O & QO %S LaL b
<] [ [ [+
Hierarchies © 2 St
D Active Protected lkdinods01 lk4lnode02
(D cen-e : & Active O sy  1°
L@ lkoracle @ Active 1 0 StandBy 10
& mntiora Q@ o YO i, °
l—@ datarep-ORA § Source 1 ﬂ- Resyncing 10
&2 LSNR.LISTENER & Active HO sy
(2 /mntiora Q@ e NO s
L@ datarep-ORA 2 s B rerie Y
@ ip10.3.1.200 & Active D sy M

12. /etc/oratab

# vi/etc/oratab
oracle: /mnt /ORA/app/oracle/product/L  9.3.0/dbhome_1: N <Y & N [CEE
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Oracle Pluggable Database

Oracle Pluggable database

1. [Create Resource Hierarchy]

%3O O A |

2. Create Resource Recovery
Kit [Oracle Pluggable Database ] [Next]
ﬁ; Create Resource Wizard X
Flease Select Recovery Kit |Oracle Pluggable Database |v|
MNext=> I Cancel Help

3. Create Resource

BS JI=1= ANBULIEIRT B1E
1 Switchback Type Intelligent

2 Server lk4Inode01

3 Oracle SID for Database | Ikoracle

4 Select the Oracle PDBs LKPDB

5 Database Tag pdb -lkoracle

4. Oracle Pluggable Database
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5. End of successful Create of... [Next]
Pre-Extend
kP Create database/pdb Resource *

Creating database/pdb resource...

BEGIN create of "pdb-lkoracle" on server "lkd4lnode0l"”

Creating resource instance "pdb-lkoracle” on server "lk4lnode0l"

Setting resource state for "pdb-lkoracle” on server "lk4lnode01" to "ISP".

Creating dependency between Oracle pluggable database "pdb-lkoracle ()" and the
dependent resource "lkoracle" on "lk4lnode0l1",

Performing in-service of new Oracle pluggable resource tag==< pdb-koracle = on
"lkdlnode0l".

EMND successful create of "pdb-lkoracle” on server "lk4lnode0l"

Next=

6.
85 IHH ABBUL BRI BME
1 Target Server Ik4lnode02
2 Switchback Type Intelligent
3 Template Priority 1
4 Target Priority 10
7. Pre-Extend Pre Extend checks wer e successful
[Next]
k#s Pre-Extend Wizard x

Executing the pre-extend script...

Building independent resource list

Checking existence of extend and canextend scripts

ip-10,3.1.200 is already extended to lkdlnode02

datarep-ORA is already extended to lkdlnode02

LSNR.LISTENER is already extended to [kdlnode02

Checking extendability for pdb-lkoracle

Checking OraclePDB resource "pdb-lkoracle” dependent children extendability to
"lkdlnode0z”,

Verifying the Oracle user and group IDs match between "lkdlnode0l" and "lkdlnoded2" for
resource "lkoracle”,

Checking Oracle resource "lkoracle" dependent children extendability to "lk4lnode02"
Pre Extend checks were successful

Newt=> Accept Defaults | Cancel| Help
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8. Extend database/pdb Resource [Extend ]

ﬂp Extend database/pdb Resource *

Template Server: lk4lnode0l
Tag to Extend: pdb-koracle
Target Server: lkdlnode02

Database Tag pdb-lkoracle

The unigue name for the resource on lk4lnode02, This is a non-editable value and
defaults to the tag name specified when creating the resource on lk4inode01.

| Extend | Accept Defaults | Cancel|

9. Extend Hierarchy successful extended
[Finish]
ﬂ; Extend Wizard *

Extending resource hierarchy pdb-koracle to server lkdlnode02
Extending resource instances for pdb-lkoracle

Creating resource instance "pdb-lkoracle" on server "lkd4lnode02”

Setting resource state for "pdb-lkoracle” on server "lkdlnode02" to "0SU",
Creating dependencies

Setting switchback type for hierarchy

Creating equivalencies

LifeKeeper Admin Lock (pdb-lkeracle) Released

Hierarchy successfully extended

Next Server Finish Help
| | |

10. [Done]

11. Oracle Database
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kP LifeKeeper GUI — O ¥
File Edit View Help
%20 & O % QO TG LD <
4] [ | [»]
Hierarchies 2 N2 B
(D Active Protected lk4lnode01 lk4lnode02
(D cente (@ A D sy,
L@ pdb-koracle & e O s, 1°
#@ lkoracle @ Active ! 0 StancBy
& imntora Q@ e YO s, 10
L@ datarep-ORA ﬂ Source 1 5 Resyncing 10
(2 LSNR.LISTENER Q@ . YO oy,
& imnt/ora :5 & Active O sy M
L@ datarep-ORA 2 soree YR e 1°
€2 ip-10.3.1.200 1@ e YO sy

<-- lkd4lnode02: pdb-lkoracle: Updating equivalency list

Oracle Multitenant Pluggable Database

https://docs.us.sios.com/spslinux/9.5.1/ja/topic/oracle -multitenant -

pluggable -database
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GenLB Oracle Pluggable Database

1. LifeKeeper GUI [Create Dependency]

420 & (O [4[+ [©[© =[= 4]

2. Create Dependency

Server Ik4lnode01
Parent Resource Tag Gen-LB
Child Resource Tag pdb - Ikoracle
3. The dependency creation was successful
[Done]
[#; Create Dependency X

Create Dependency: parent Gen-LB of child pdb-lkoracle
Creating the dependency on the server lkdlnode0l
Creating the dependency on the server lkdlnode02
The dependency creation was successful

Bacl Done Cancel Help
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ks LifekKesper GUI — O X
File Edit View Help
%29 & O %4 QO % & 2L
<] I [ ']
Hierarchies © 5 Sl
D Active Protected lkalnodeol lkalnode02
+ () cens : Q@ e YO s, O
#—@ pdb-koracle Q@ e O s,
L@ lkoracle @ Active 1 0 StandBy 10
@ J/mnt/ORA 6 Active 1 0 StandBy 10
L@ datarep-ORA ﬁ Source 1 ﬂ- Resyncing 10
(D LsNR.LISTENER Q@ e YO s, °
& /mntiora : Q@ e YO o,
L@ datarep-ORA ﬁ Source 1 ﬂ- Resyncing 10
& ip-10.3.1.200 . @ e O s,
< -
R T T T
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H s

1. Oracle
2.
i LifeKeeper GUI - O x
File Edit Wiew Help
%20 & OF |4 & QO = al (Ll b
4] [ 1]
Hierarchies @ @ =1
(2 Active Protected lkdinode01 lkdlnode02
?—@ Gen-LB : @ Active 1 q StandBy 10
Ji‘-@ pdb-lkoracle @ Active 1 q Standsy
#@ lkoracle @ Active 1 q StandBy 10
& imntiora Q i OI StancBy  ©
L@ datarep-ORA 3 e U §I Resynding
(D LSNRUSTENER & e 1 OI standsy L0
& imntiora Q i OI StancBy  ©
L@ datarep-ORA ’_S Source 1 QI Resyncing 10
@ p1031200 | |[@D  acie L OI Standsy
I —
4] I E hd
 tinode0s, b korade: Adding erent semts
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3.

# hostname

Ik4Iclient

# sqlplus sys/ XXXXXXXX@10.3.1.200:1521/Ikoracle as sysdba

SQL*Plus: Release 19.0.0.0.0 - Production on Fri Feb 19 00:04:00 2021
Version 19.8.0.0.0

Copyright (c) 1982, 2020, Oracle. All rights reserved.
Last Successful login time: Thu Feb 18 2021 07:50:03 +00:00
Connected to:

Oracle Database 19c Enter prise Edition Release 19.0.0.0.0 - Production
Version 19.3.0.0.0

SQL> select instance_name from v$instance ;

INSTANCE_NAME

Ikoracle
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4. LifeKeeper GUI Gen LB
Ik4 Inode02 Gen LB >[In

Service ]

LifeKeeper GUI = O x
p

File Edit View Help

\fa\liwﬂ%“l Olw 4

I

[ 1]

# 0O

Hierarchies . §
@ Active Protected ; ©
+ (2 Gens
#@ pdb-lkoracle
b @ Koracle

@ fmnt/ORA
L @ datarep-ORA

@ LsRLISTENER

@ /mnt/ORA
L @ datarep-ORA

& p-10.3.1.200

] DE

lkdlnode0l lkdlnode02

. 1 0 10
Active StandBy

11| In Service..,
Dut of Service...

Extend Resource Hierarc
11| Unextend Resource Hier:

Active

Active

Active

Create Dependency...
Source Delete Dependency...

. 1]| Delete Resource Hierarc
Active

1| Broperties...
Active LV StandEy

1| |8 R 1}
Source = Reasyncing

. 1 0 10
Active StandBy

TRRAREER

Resource Tag= Gen-LB, Resource ID= Gen-LB

B In Service - O hed

Bringing Gen-LB in service on lkdlnode02

mount txfs -orw,relatime, attr2, nobarrier.inode64,noquota /dev/md0 /mnt/ORA
File system /mnt/ORA has been successfully mounted.

EMND successful restore of /mnt/ORA

BEGIM restore of "ip-10.3.1.200"

EMND successful restore of "ip-10.3.1.200"

BEGIN restore of "LSNR.LISTENER" on server "lkd4Inode02”

EMND successful restore of "LSNR.LISTENER" on server "lkdlnode02" .
BEGIN restore of "lkoracle” on server "lk4lnode02"

Begin the "start [ start.normal |" of the database "lkoracle” on "lkdlnode02"

End successful "start [ start.normal 1" of the database "lkoracle" on "lkdlnode02".
EMND successful restore of "lkoracle” on server "lk4lnode02”

BEGIM restore of "pdb-lkoracle" on server "lkdlnode02”

Begin the "start [ pdb.start 1" of the database "lkoracle" on "lkdlnode02".

End successful "start [ pdb.start 1" of the database "lkoracle” on "lk4Inode02",
END successful restore of "pdb-lkoracle” on server "lkdlnode02"

BEGIM restore of "Gen-LB"

END successful restore of "Gen-LB"

Put "Gen-LB" in-service successful

[ »

{1

<Back Done Cancel Help
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5.

Lifekeeper GUI - O *
p

File Edit Wiew Help

HEE Ol 4 & OO =& &0 b

< i [ [+]
Hierarchies © ) 1
D Active Protected | Keinodeo1 lkalnode02
+ (D cente Q ey Q .
L@ pdb-lkoracle () J— Q@ .
#—@ lkoracle 0 StandBy @ Active 10
& imntiora O e Q@ s
L@ datarep-ORA ‘ﬂ Target ﬁ Source 10
(@ LsnRUSTENER O e Q@ .
2 /mntiora Q@ Q@ e
L@ datarep-ORA ‘ﬂ Targst 5 Source 1o
& p-103.1.200 [ J—— Q@ . M

<-- lkdlnode0l: datarep-ORA: Updating state to Target
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# hostname

Ik4lIclient

# sqlplus sys/XXXXXXXX@10.3.1.200:1521/Ik oracle as sysdba

SQL*Plus: Release 19.0.0.0.0 - Production on Fri Feb 19 00:16:34 2021
Version 19.8.0.0.0

Copyright (c) 1982, 2020, Oracle. All rights reserved.
Last Successful login time: Fri Feb 19 2021 00:04:01 +00:00
Connected to:

Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production

Version 19.3.0.0.0

SQL> select instance_name from v$instance ;

INSTANCE_NAME

Ikoracle

7. IP Oracle
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7 Availability Zone(ST Y —>)

LifeKeeper Azure VM
Availability Set ( DC
HA Availability Zone(
DC HA
Microsoft Azure Clou d Availability Zone( Multi -
AZ LifeKeeper for Linux ILB
Multi - AZ

7.1 BM{FiERAAE

VNET(10.3.0.0/16) re Load patancer \\
\

/ (ILB)
i | 10.3.1.200 \
. Subnet #1(10.3.1.0/24) .
10.3.1.7 IP Resource m
\ o 10.3.1.200
Japan East-zonel \ ’O’ ]apan East-: ZOneZ 10.3.1.4
--------------------- ,_--------- B e /
’ Communlcatmn ﬁath #1
! Ikalnodeo3 (N NHEREY R Inodes
! (FHR) ‘
1 i Ikclient
: | } : (Client/Quorum)
H | | 1
i httpd ‘ : httpd !
i ‘ H
i H
] \ 1
H H
\\ A ‘l
Sl ’ (‘nmmum;{rpﬁpﬁaﬂlfz 77777777777777 e
‘lllllllllll*
10 327 , .| 10.3.2.8

\ Subnel #2(10.3.2.0/24) . /

Apache PC Web
Ik4lnode03 k4l node04
zone Ikclient http 12345
ILB
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ILB
@ f Azure Load Balancer
(ILB)
10.3.1.200
. J
IP Resource
10.3.1.200
- )
.®/' Yeer, o LoE
@ [ ]
|kclient
Ik?gg;?:i Ik?g%d;g‘l (Client/Quorum)
Gen LB @
httpd h - PorL80
ILB
PC
Client httpd 10.3.1.200(port80) ILB
ILB backend pool) 10.3.1.7 ( Ik4lnode03)
10.3.1.8¢( Ik4lnode04) ILB
httpd
LifeKeeper for Linux v9.5.1
Gen LB Gen LB
Gen LB Generic
URL

https://Ikdkuserportal.sios.jp/hc/ja/articles/900004703743
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LifeKeeper Apache [P VIP]
IP 10.3.1.20 0
LifeKeeper IP 10.3.1.200 In-Service
10.3.1.7
Client httpd 10.3.1.200  port80

7.2 Azure DB

Availability Zone VM

[Region ] Availability zone

[ Availability options ] Availability zone
[Availability zone] zone | ]
(Zone 1) (Zone 2)
[(Asia Pacific) Japan East] Availability zone
[Japan West ] Availability Set
[Availability options] Availability zone

Availability Set
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Availability zone

[Network]

VNet : 10.3.0.0/16

Subnet :
Subnetl : 10.3.1.0/24
Subnet2 : 10.3.2.0/24

[Load Balancer]
Location : Japan East
SKU : Standard
Availability Zone : Zone redundant
FrontendIP:

Type : Private

Subnet : 10.3.1.0/24

IP Address : 10.3.1.200(Static)
BackendPool :

Ik4lnode03

Ik4lnode04
Health Probe :

Protocol : TCP

Port: 12345
Load Balancing Rule :

Port : 80

Backend Port : 80
Inbound NAT rules

0 rules
Session persistence : None
Floating | P(Direct Server Return ) : Enable d

[Active Node]
Name : lk4Inode03
Operating system : Linux (RHEL 7.8)
Size : Standard Al v2 (1 vcpus, 2 GiB memory)
Network Interface :
Private IP : 10.3.1.7
Public IP : 52.156.45.126
Installed Software
httpd : httpd -2.4.6 -93.el7.x86_64
LifeKeeeper : SPS for Linux v9.5. 1
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IP tables :

-A POSTROUTING -s10.3.1.200/32 -picmp -j SNAT --to-source 10.3.1.8

:OUTPUT ACCEPT [4188:806503]
-AINPUT -s10.3.0.0/16 -ptcp -j ACCEPT
-AINPUT -s168.63.129.16/32 -ptcp -j ACCEPT

httpd.conf :

Listen 10.3.1.200:80...

ServerName 10.3.1.200:80

[Standby Node]

Name : Ik4lnode04

Network Interface :
Private IP: 10.3.1. 8
Public IP : None

IP tables :

-A POSTROUTING -s 10.3.1.200/32 -picmp -j SNAT --to-source 10.3.1.7

:OUTPUT ACCEPT [4188:806503]
-AINPUT -510.3.0.0/16 -ptcp -j ACCEPT
-A INPUT -5 168.63.129.16/32 -ptcp -j ACCEPT

Active Node

[Client Node]
Name : lkclient
Operating System: Windows (Windows Server 201 9 Datacenter)
Size : Basic Al (1 vcpus, 1.75 GiB memory)
Network Interface :
Private IP : 10.3.1.4
Public IP :104.41.171.59
Installed Software
Google Chrome Version 80.0.3987.149 (Official Build) (64 -bit)
Xming 6.9.0.31
Tera Team 4.102
WinSCP  5.17.2
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7.3 9347 > bh 5 DiEGHERTT ik

Ikclient P

1. WindowsServer 2012 curl
http http://1  0.3.1.200/ index.html

index.html

o
sato>curl 18
File Edit View Help html PUBLIC

%0 & O 44+ OO == :@u{
< [ [»

iy LifeKeeper GUI - [m] X
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@ Active Protected lkalnode03 Ikalnede04
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}
:link {
color:

il n § = ed {
color: #c@8

<-- lkdInode03:

state to StandB by R
azhover {
color: #f58;

-10.3.1.200: Updating

}

2. Web http://10 .3.1.200 / Web
index.html *

3. index.html

Ky LifeKeeper GUI - O % @ TestPage fo the Apache HTTR S x| o -oBo=

File Edit View Help <« e}

B9 & O b OO % & R Red Hat Enterprise Linux Test Page
<] i I D

Hierarchies 2 a8
D Active Protected lk4Inode03 Ik4lnode04
+ @ cen-3 [+]
#@ apache-stchttpd| | €2 acve
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StandBy
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Active StandBy

ered by 2.4
~APACH
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8 &N

SIOS Technical Documentation

SIOS Protection Suite for Linux

Oracle Recovery Kit

LifeKeeper/DataKeep er

Microsoft Azure

http://azure.microsoft.com/ja -ip/

Microsoft Azure Linux

https://docs.mic  rosoft.com/ja -jp/azurelvirtual -machines/linux/

Microsoft Azure Japan Team Blog ( )

http://blogs.msdn.com/b/windowsazurej/

High Availability for a file share using WSFC, ILB and 3rd -party Software SIOS
Datakeeper ILB
http://azure.microsoft.com/blog/2014/11/11/high -availability -for-a-file-share-

using -wsfc-ilb-and -3rd - party - software -sios-datakeeper/
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O GAiEY

Microsoft Azure

Microsoft Azure IKh—LNR—

http://azure.microsoft.com/ja -ip/
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10 SEIVWVEDE

A LifeKeeper E#mDEAZRFTIPDEERK

BERRIBANEOFTSHAVWSDEEZW.
BENSDEA-ILITA—L
https://lp.sios.jp/BC_web_salesvisit.html

A LifeKeeper EmECBABHDOEER

¥4t LifeKeeper E#@mYR— FEOFTHHVEDESEZ,
BAROSHEWASDE
https://bc.sios.jp/support_Ik.html
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11 RESR

106 -0047 2-12-3
: 03 -6401 -5111
FAX: 03 -6401 -5112

URL: http s://www.sios.com
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